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= Fraud trends
= Fraud Risks and internal controls
= Case Studies
o Disbursements — procurement card s

= By the end of the session, we hope you will understand:
o How to identify some red flags
o Why effective internal controls and monitoring are crucial

o What to do if fraud happens at your entity
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Fraud History

1987 32 388,936 2001 484,060
1988 26 451,122 2002 56 1,122,328
1989 31 358,654 2003 62 2,253,394
1990 15 120,121 2004 47 331,803
1991 15 264,027 2005 57 258,960
1992 20 226,629 2006 33 611,711
1993 18 642,439 2007 24 1,722,207
1994 30 903,304 2008 35 548,855
1995 37 689,080 2009 53 2,055,775
1996 48 958,805 2010 75 1,864,652
1997 33 1,540,368 2011 50 1,352,396
1998 31 597,479 2012 40 3,330,695
1999 42 1,047,113 2013 59 1,021,759
2000 30 167,363 Totals 1067 $25,314,035
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Fraud Program 2013 Highlights

= |[n 2013, we reported on 59 investigations of
misappropriation totaling $1,021,759.

= One of our largest investigations was at a water
district where we found $352,641 of
misappropriations through various schemes.

Misappropriation type

Cash receipting $183,750
Payments $375,213
Payroll $414,730
Other $48,066
Total $1,021,759
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The Association of Certified Fraud Examiners’ Fraud Triangle

Opportunity

Motivation Rationalization
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What is internal control?

Internal controls are the practical techniques employed by
management to accomplish its objectives and meet its

responsibilities.

Internal controls are essentially an inextricable part of how
management conducts its business. Management (not the
internal or external auditors) is primarily responsible for the
effectiveness of internal controls. It is a basic principle of
good management that authority and responsibility should
not be separated. “GFOA

Washington State Auditor’s Office



Why are internal controls important?

= Effective internal controls

o Safeguard public resources
o Assist in fraud prevention

o Protect employees
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Designing internal controls

= Management is in a position to establish and maintain
internal controls and is held primarily accountable for their

proper functioning.

= When designing/establishing internal controls break the
system into segments and for each consider:

o Will | be able to identify a loss? /

o Will I identify the entire loss?

o Will | be able to identify who is responsible? \
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Designing internal controls

= What makes auditors cringe?

0 Auditor question: “How do you ensure all of the funds make it
to the bank?”

0 Response: “Mary takes the money to the bank. She has worked
here for over 20 years. We trust her.”

= Beware of “trusted employee syndrome”

= When designing internal controls, don’t forget the top of the
organizational chart

0 Who typically has the easiest access to the most money?
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Fraudulent Disbursement Risks

= Accounts payable/vouchers

= Manual warrants

= Electronic transfers

= Employee reimbursements

= Purchasing or procurement cards (P-cards)
= “Other” accounts

o Advance travel account

a Revolving/Imprest account

o Gift Cards
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Purchasing Card Advantages

= Convenient

= Efficient method of purchasing small dollar items
= Reduction in volume of paperwork

= Fewer checks processed

= Lower processing costs

= Ability to set & control purchasing dollar limits

®" |ncreased management information & purchasing history
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Purchasing Card Disadvantages

= Potential for duplicate payments to vendors

= Negative public perception about issuing credit cards to
employees

= Potential for abuse
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Department of Ecology

Washington State Auditor’s Office

Fraud Investigation Report

Department of Ecology

Investigation Period
September 2, 2009 through March 31, 2011

Report No. 1010182
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Issue Date
July 29, 2013
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Department of Ecology

= Summary
o Purchasing card

o Our investigation period —
= September 2, 2009 through March 31, 2011

o Misappropriation totaled at least $14,664
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Department of Ecology

= How was it detected?

0 While the employee was out on leave, there were questions
about missing receipts. Further inquiry noted receipts
contained questionable information.
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Department of Ecology

B What did we find?
B Misappropriation of $14,664
B [tems purchases were not allowable
B Signatures on receipts were not valid
B Purchases did not meet with expectations
B Questionable Purchases of $4,166

B Purchases were made at times and locations that did not align
with employees’ scheduled work assignments

B Questionable Direct Billings

B Non-approved items were purchased
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Department of Ecology

= |essons learned

o The former employee had complete custody of unassigned
purchasing cards

o The former employee was solely responsible for reviewing all
card transactions prior to submission for payment
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Department of Ecology

= How was the fraud concealed?

o One employee was responsible for reconciling purchases with
receipts without review by the card holder

o Non-itemized receipts were used to support payment

0 Controls were not re-evaluated to ensure they were still
functioning and policy was being followed.
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Department of Ecology

= What happened to the employee?

o On May 8, 2013, an Alford Plea Hearing was held and a felony
judgment and sentence were entered. Restitution was set at
$2,500.
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Preventive Internal Controls

= Establish clear policies and procedures and ensure they are
enforced (practice = policy)

= Advance Approvals and Written Authorizations
= Properly designed records
= Segregation of incompatible duties

= Security of assets and records
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University of Washington
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Fraud Investigation Report

Issue Date
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University of Washington

= How was it detected?

0 Management noticed unusual transactions on the
Department’s Corporate Travel Account while the former
employee was on vacation. It determined the charges were
personal charges.

o Misappropriation totaled $252,059
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University of Washington

B What did the University find?

M The former Administrative Manager used a University-issued

procurement card and department corporate travel account for
personal use.

B He falsified records and requested reimbursement for personal
travel and previously reimbursed expenses to another individual.

B He falsified documents to give the appearance he had paid the
travel expenses for another individual. However, the other

individual paid his own travel expenses and was already reimbursed
by the University.
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University of Washington

= How was the fraud concealed?

o The University’s online procurement card system allowed any
authorized user to perform both the cardholder and reconciler
certification that charges were appropriate.
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University of Washington

= What happened to the employee?

o Former employee was charged with seven counts of first-
degree theft and 12 counts of second-degree theft.

o At the time of hire, the former employee was facing felony theft
charges in King County related to a 2004 incident in which he
was alleged to have purchased $1,073 in artwork using
cancelled credit cards.

o He also had a 1992 criminal conviction for theft by
misrepresentation in Arizona.
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University of Washington

= |essons learned

o Staff did not sufficiently oversee and review the Administrative
Manager’s procurement card activities.

o No one reviewed or reconciled his procurement card or travel
purchases to supporting documentation.

o The Administrative Manager’s job responsibilities were not
segregated. He was responsible for approving, processing,
monitoring and reconciling transactions.

Washington State Auditor’s Office



Procurement Card Internal Controls

= Beware of scanned documents
= Only pay original invoices

= Ensure payments made outside normal process are approved,
supported and for a public purpose

= Establish policies and procedures and ensure they are
enforced (practice = policy)

= Review credit card bills and support documentation to ensure
the purchases are approved, supported and for a public
purpose

= Take a step back and look at your credit card use. Is it
appropriate and necessary?
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Preventive Internal Controls

= Establish written agreements with banks, to include
processing procedures, and security requirements

= Adopt written policies and procedures for internal staff
0 Employee responsibility communicated and signed
o Ongoing training

o Periodic audits of card activity and documentation of purchases
by vendor

o Timely reconciliation by cardholders and supervisors

o Segregation of duties for payment approvals accounting and
reconciliations

Washington State Auditor’s Office



Internal Controls over Disbursements

= Review bank reconciliations in a timely manner

= |f you use positive pay, make sure you know what the bank is
verifying

= | ook for unusual endorsements
= Only pay original invoices

= Ensure payments made outside normal process are approved,
supported and for a public purpose
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Internal Controls over Disbursements

= Review vendor lists for unusual vendors or excessive
payments (W-9’s/comfirmations)

= | ook for unusual or excessive reimbursements to one
employee

= Look for unusual journal entries, such as entries to cash
= Ensure voided transactions are truly voided

= Ask questions and get a supported answer. Confirm with a
third party if necessary
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Internal Controls over Disbursements

= Review for inventory discrepancies. Verify inventory records
reconcile with purchases and use

= Require detailed expense reports with original receipts and
documentation attached

= Review employee reimbursements for expenses claimed on
days the employee did not work

= Look for payments or employee reimbursements approved by
someone outside the department. These are high risk.
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Internal Controls over Disbursements

= Ensure items purchased were received and are onsite

= Have an expectation of reasonable expenses and compare it
to actual payments entered into the system and what cleared
the bank

= Preliminary vs. final reports: know what you are reviewing

= Call your software company and inquire about known system
weaknesses (ability to change vendors/payees after entry,
inability to detect duplicate payments, etc.)

= Review for expenses that end in round numbers
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Internal Controls over Disbursements

= Review credit card bills and support documentation to ensure

the purchases are approved, supported and for a public
purpose

= Take a step back and look at your credit card use. Is it
appropriate and necessary?

= Review for expenses that exceed budgeted amounts or prior
year totals

= Warrants/checks should never go back to the department or
person that initiated the payment
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Fraud Happens

What to do if it happens to you:

0 Immediately notify State Auditor’s Office on the Web at
WWW.sao.wa.gov | Investigations | Fraud Program | Report a
Suspected Fraud (RCW 43.09.185).
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http://www.sao.wa.gov/

Fraud Program : About reporting suspected fraud

About Special
Investigations

Citizen Hotline

Fraud Program

» Guidelines
» Publications
» About Reporting

» Report a Suspected
Frand
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State law requires that all state agencies and local governments
immediately notify the State Auditor's Office if they know or suspect a loss
of public resources.

We encourage governments and agencies to develop policies and
procedures that help them comply with this law. Be sure to set out clearly

who is responsible for keeping managers and employees informed about the
reporting requirements, and how you will make sure you tell us about losses
promptly.

If you suspect or detect a loss of public funds or assets or other, al

activity, this is what to do:

» Report the loss to our Office using this online ireporting form.

» Protect the accounting records from loss or destruction. All original rec
safe place until our audit has been completed.




Fraud Happens

What to do if it happens to you:

o DO NOT enter into a restitution agreement with an employee
(Auditor/Attorney General written approval required, RCW
43.09.260).

o DO NOT agree to let the employee repay money to “make it go
away.”

0 DO NOT try to be the investigator. But do start a record and or
timeline: how it came to your attention, records of
conversations, etc.

o DO NOT physically prevent an employee from leaving the room
or leaving the building.
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Fraud Happens

What to do if it happens to you:

Q

Q

DO protect accounting records from loss or destruction.

DO remove access to financial system, bank account and credit
cards.

DO consider filing a police report (consult our Office on timing).

DO ensure personnel action is taken for violating policies and
procedures, NOT for misappropriating public funds.
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= Remember the fraud triangle.

o You control the opportunity.

= When designing internal controls, break down the system into
segments and analyze:

o If you could identify a loss.

o If you could identify who is responsible.
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= Beware of the “trusted employee” trap.
0 Who has the most access to funds?

o Sometimes good people do bad things.

= Remember our Office doesn’t review every transaction. Don’t
rely on auditors to find the fraud. That is your job!
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State Auditor’s Office Contacts

Troy Kelley
State Auditor
(360) 902-0360
Troy.Kelley@sao.wa.gov

Chuck Pfeil, CPA Kelly Collins, CPA
Director of State and Performance Audit Director of Local Audit
(360) 725-9720 (360)902-0091
Chuck.Pfeil@sao.wa.gov Kelly.Collins@sao.wa.gov
Sherrie Ard, CPA, CFE Sarah Walker, CFE
Financial Management Specialist Fraud Manager
(360) 260-6408 (509) 454-3621
Sherrie.Ard@sao.wa.gov Sarah.Walker@sao.wa.gov
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