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1. Document History

Date Version | Editor Change
March 17, 2006 1.0 Scott Came Initial sketch / rough draft
April 14, 2006 11 Scott Came Initial complete draft for Documenter

Team review

May 26, 2006 1.2 Scott Came Added scope section at EAC request
June 9, 2006 1.3 Scott Came Change standards to guidelines
June 14, 2006 2.0 Scott Came Endorsed by EAC

September 14, 2006 | 4.0 Scott Came Adopted by ISB

October 23, 2006 4.1 Trina Regan Change guidelines to standards

2. Document Context

This document currently has ISB Standard status. This status signifies that the document has
been adopted as standards by a vote of the Information Services Board. For more information
about the ISB Enterprise Architecture Committee and its initiative, please visit the EA Committee
website at: http://isb.wa.gov/committees/enterprise/Default.aspx.
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3. Introduction and Purpose

The purpose of this standard is to establish a SERVICE INTERACTION PROFILE' based on the web
services family of technology standards.

A service interaction profile is an element identified in the Conceptual Integration Technical
Reference Architecture ([TRA]). This element defines an approach to meeting the basic
requirements necessary for interaction between SERVICE CONSUMERS and SERVICES. The
approach utilizes a cohesive or natural grouping of technologies, standards, or techniques in
meeting those basic interaction requirements. A profile establishes a basis for interoperability
between service consumer systems and services that agree to utilize that profile for interaction.

A service interaction profile defines a guideline for SERVICE INTERFACES. Every service interface
shared between two or more agencies in the state enterprise should conform to exactly one
service interaction profile. Service consumers that interact with an interface should likewise
conform to that interface’s profile.

This profile is based on the web services family of technology standards, which is defined as
follows:

e The Web Services Interoperability Organization (WS-I) Basic Profile, version 1.1 (noted in
this document as [WS-I BP]*) and all standards that it references

e The WS-I Attachments Profile (WS-l AP]), version 1.0 and all standards that it
references

e The WS-I Basic Security Profile current Working Group Draft (dated January 20, 2006,
noted in this document as [WS-I BSP]), all current Token Profiles adopted as Working
Group Drafts (dated January 20, 2006), and all standards that it references

e Other standards developed by the World Wide Web Consortium (W3C) or the
Organization for the Advancement of Structured Information Standards (OASIS) explicitly
identified in this document

e If no standard is available from WS-I, W3C, or OASIS to meet an identified requirement,
then specifications developed by (and issued under the copyright of) a group of two or
more companies

3.1. Usage

This standard is intended to serve as a guideline for how to exchange information between
information systems, by meeting the common interaction requirements identified in [TRA]. It
assumes that the reader is familiar with the conceptual architecture established in [TRA], and that
the reader interprets this document as a service interaction profile defined in the context of that
architecture.

This standard is intended to be used as part of the technical requirements associated with the
integration of information systems. The architecture defined in [TRA] identifies other important
technical requirements associated with integration that the reader should consider. In addition,
other service interaction profiles may exist within the architecture; these also should be
considered as viable approaches to the exchange of information between systems.

"Words or phrases formatted in this STYLE are defined in the Glossary.

* Abbreviations formatted in this [style] represent citations defined in the References section
below.
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System technical requirements specifications, including procurement documents such as
Requests for Proposals, could incorporate this standard as a required approach to system
integration.

3.2. Scope
These standards apply to executive and judicial branch agencies and educational institutions.

Academic and research applications at institutions of higher education are exempted.

In this document, the terms “state agency” and “agency” mean any agency or institution within the
scope of the previous paragraph, and the term “state enterprise” means all agencies and
institutions (collectively) within the scope of the previous paragraph.

4. Conformance Requirements
This section describes what it means to “conform to” this service interaction profile.
4.1. Conformance Targets

A conformance target is a component involved in the integration of the functionality of two or
more information systems, where the component must adhere to one or more rules established in
this service interaction profile. All of these components are concepts defined in [TRA].

This profile identifies the following conformance targets:
e  SERVICE INTERFACE
e  SERVICE CONSUMER
e MESSAGE

To conform to this service interaction profile, an approach to the integration of two or more
information systems must:

¢ |dentify and implement all of the conformance targets listed above, in a way consistent
with their definitions in [TRA]

o Meet all of the requirements for each of these targets established in this service
interaction profile

4.2. General Conformance Requirements

A SERVICE INTERFACE conforms to this service interaction profile if:

e The interface’s description meets all requirements of the DESCRIPTION conformance
target in [WS-I BP].

e The interface meets all requirements of the INSTANCE and RECEIVER conformance
targets in [WS-I BP].

A SERVICE CONSUMER conforms to this service interaction profile if:

e The consumer meets all requirements of the CONSUMER and SENDER conformance
targets in [WS-I BP].

A MESSAGE conforms to this service interaction profile if:

e The message meets all requirements of the MESSAGE and ENVELOPE conformance
targets in [WS-I BP]
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5. Service Interaction Requirements

This section demonstrates how this standard meets the Service Interaction Requirements defined
in the [TRA]. This standard does not repeat the definition of each requirement.

Note that the following Service Interaction Requirements will not be requirements of every service
interaction in the state enterprise. However, if a service has one or more of these interaction
requirements, then an interface to that service must meet those requirements as indicated below
in order for the interface to conform to this profile.

5.1. Service Consumer Authentication

This service interaction profile continues the state’s practice of authenticating participants in the
integration of information systems primarily by verifying the identity, location, and organizational
ownership and control of the hardware node sending each message. Integration of systems
within the state’s security perimeter—that is, within the State Government Network—uwill continue
to rely on the security features of that network, as documented in the State Government Network
Solution Set and Information Services Board security policies and standards. Agencies will also
continue to set firewall rules and policies to enforce specific authentication requirements.
Integration of systems across the state’s security perimeter—that is, between the State
Government Network and the Intergovernmental Network, K20 Network, or public Internet—uwiill
continue to use security gateways designed to secure access across the perimeter.

If a SERVICE requires consumer authentication stronger or more specific than the access controls
provided by the state’s security perimeter or security gateways combined with agency-enforced
firewall policies or rules, then conformance with this service interaction profile requires that the
MESSAGE(S) sent to the SERVICE INTERFACE by a SERVICE CONSUMER meet these consumer
authentication requirements as follows.

e Each MESSAGE must meet the requirements of section 5 of [WS-I BSP], “SOAP Message
Security”.

e Each MESSAGE must contain one or more security tokens that meet the requirements of
Section 7 of [WS-1 BSP], “X.509 Certificate Token Profile”.

e Each MESSAGE must not contain security tokens of any other type, even if such type is
permitted by [WS-1 BSP].

Note that these mechanisms still rely on the identification of the hardware node that sends
messages as or on behalf of the service consumer. However, instead of relying solely on
transport-layer mechanisms such as IP addresses or MPLS labels to verify the source of each
message, they rely on a digital certificate for additional verification of the sending node’s identity.

This profile’s satisfaction of Service Consumer Authentication requirements relies on mechanisms
in EXECUTION CONTEXT. See section 9.1.

5.2. Service Consumer Authorization

This version of this service interaction profile does not support the transmission of authorization
assertions from a SERVICE CONSUMER t0 a SERVICE.

Section 5.1 above describes how service consumers supply proof of identity if required by a
service. Once in possession of consumer identity, a service can query data sources internal to its
implementation or available through other services to determine what actions, if any, the
consumer is authorized to invoke on the service.
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5.3. Service Authentication

This version of this service interaction profile relies on transport-level mechanisms to allow
SERVICE CONSUMERS to authenticate SERVICE INTERFACES. In particular, if a SERVICE INTERFACE
provides a method for consumers to authenticate it, the method must be for the consumer to
access the interface over HTTP/S.

When a SERVICE INTERFACE is available over HTTP/S, the interface must meet the requirements
of an INSTANCE in [WS-I BP], section 6.1.

5.4. Message Non-Repudiation
If interaction between a SERVICE CONSUMER and SERVICE requires non-repudiation of a MESSAGE,
the sender of the MESSAGE must:

e Include a creation timestamp in the manner prescribed in Section 10 of [WS-Security].

e Create a digital signature of the creation timestamp and the part of the message requiring
non-repudiation, which may be the entire message. This signature must conform to the
requirements of [WS-I BSP] Section 8.

By itself, this method does not provide for absolute non-repudiation.Jr The business parties (e.g.,
agencies) involved in the service interaction should supplement the technical approach here with
a written agreement that establishes whether, and under what circumstances, they permit
repudiation.

Note that [WS-Security] provides an example of this technical approach in Section 11.
5.5. Message Integrity

This service interaction profile meets the requirement of message integrity by signing all or part of
a MESSAGE using [XML Signature]. The MESSAGE must meet all requirements of [WS-I BSP]
Section 8.

This profile’s satisfaction of Message Integrity requirements relies on mechanisms in EXECUTION
CONTEXT. See section 9.1.

5.6. Message Confidentiality

This service interaction profile meets the requirement of message confidentiality by encrypting all
or part of a MESSAGE using [XML Encryption] as further specified and constrained in [WS-I BSP].

Confidential elements or sections of a MESSAGE must meet the requirements associated with
ENCRYPTED_DATA in [WS-1 BSP], Section 9.

This profile’s satisfaction of Message Confidentiality requirements relies on mechanisms in
EXECUTION CONTEXT. See section 9.1.

5.6.1. Encryption Algorithm

Conformance with this service interaction profile requires that, if encryption of data is required,
the Triple-DES encryption algorithm, as described in chapter 12 of [Schneier]), must be used,
and that the ED_ENCRYPTION_METHOD Algorithm attribute must have the value
“http://www.w3.0rg/2001/04/xmlenc#tripledes-cbce,” as required by Section 9.4 of [WS-1 BSP].

" A detailed explanation of the difficulty in using digital signatures with timestamps to implement
non-repudiation is available in [Schneier], pages 40-41.
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5.7. Message Addressing

Conformance with this profile requires that every message conform to the WS-Addressing 1.0
Core ([WS-Addressing Core]) and SOAP Binding (JWS-Addressing SOAP Binding])
specifications, as described in Section 8 of [WS-Addressing SOAP Binding]. Conformance of
messages with the WS-Addressing 1.0 WSDL Binding ([WS-Addressing WSDL Binding]) is
recommended but not required at this time.

5.8. Reliability

If interaction between a SERVICE CONSUMER and SERVICE requires reliable delivery of a MESSAGE,
then the MESSAGE must contain SOAP headers that conform to the requirements of the OASIS
WS-Reliable Messaging standard ([WS-RM]).

This profile’s satisfaction of Reliability requirements relies on mechanisms in EXECUTION CONTEXT.
See section 9.2.

5.9. Transaction Support

If interaction between a group of SERVICE CONSUMERS and SERVICES requires transaction support,
then the following must be true of the CONSUMERS, SERVICES, and MESSAGES involved in the
interaction:

e The consumers and services must meet the behavioral requirements of “applications”
and “participants” as defined in [WS-Coordination], [WS-Atomic Transaction], and
[WS-Business Activity], as appropriate depending on the nature of the transaction
requirements.

e Messages must include the appropriate Coordination Context SOAP header to identify
the transactional activity, as defined in [WS-Coordination], and as further specified in
[WS-Atomic Transaction] or [WS-Business Activity], as appropriate depending on the
nature of the transaction requirements.

The description of the service interface for each service involved in the interaction must conform
to the policy assertion requirements identified in Section 5 of [WS-Atomic Transaction] and
Section 4 of [WS-Business Activity], as appropriate, depending on the nature of the transaction
requirements.

This profile’s satisfaction of Transaction Support requirements relies on mechanisms in
EXECUTION CONTEXT. See section 9.3.

5.10. Service Metadata Availability

If a SERVICE INTERFACE responds to requests for metadata about the interface and underlying
service, it must do so by responding to a service consumer’s Get Metadata Request MESSAGE or
Get Request MESSAGE with a Get Metadata Response MESSAGE or Get Response MESSAGE,
respectively, where these messages conform to the requirements of the WS-Metadata Exchange
specification ([WS-Metadata Exchange]).

5.11. Large Message Handling

There is no fixed limit to the size of an HTTP request or response, nor is there a limit to the size of
a SOAP MESSAGE, which means there is no limit to the size of a message transmitted according
to this service interaction profile. The state’s choice of EXECUTION CONTEXT should ensure that
underlying transport technologies are capable of transmitting large messages within this profile.
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If in a particular situation it is not feasible to represent a large message as a SOAP message, it
may be advisable to transmit the large message as an attachment to a smaller SOAP body.

Emerging web services specifications, such as [XOP] and [MTOM] may prove viable for
improving the transmission of large messages via web services. However, support for these
specifications is not strong enough yet to warrant adoption of these specifications as standards
within this profile.

5.12. Service Availability

This service interaction profile relies on the EXECUTION CONTEXT to meet availability requirements.

5.13. Service Responsiveness

This service interaction profile relies on the EXECUTION CONTEXT t0 meet responsiveness
requirements.

6. Interface Description Requirements

This section demonstrates how this profile meets the Service Description Requirements identified
in the Integration Technical Reference Architecture.

Section 4.2 above indicates that a SERVICE INTERFACE conforms to this service interaction profile if
its description meets all requirements of the DESCRIPTION conformance target in [WS-I BP].
[WS-I BP] requires an interface’s description to consist of a Web Services Description Language
(WSDL) document that conforms to [WSDL 1.1].

The WSDL document must include the following child elements of the wsdl zdefinitions
element:

e atleast one wsdl :message element for each MESSAGE involved in the interaction with
the SERVICE

e within the wsdl zportType and wsdl :binding elements, a wsdl :operation
element corresponding to each action in the service’s behavior model (as defined in
[TRA])

Note that many of the standards referenced by this profile require use of particular SOAP
headers. The WSDL document that describes a service interface must describe these headers in
conformance with the guidance of these standards.

7. Message Exchange Patterns

This section documents how this profile supports the Message Exchange Patterns identified in
the Integration Technical Reference Architecture.

7.1. Fire-and-Forget Pattern

The fire-and-forget message exchange pattern corresponds to a one-way operation as defined in
[WSDL 1.1]. This service interaction profile supports this pattern by requiring that SERVICE
CONSUMERS and SERVICE INTERFACES conform to [WS-1 BP]. In particular, section 4.7.9 of [WS-I
BP] requires that a service interface respond to a one-way operation by returning an HTTP
response with an empty entity-body.
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7.2. Request-Response Pattern

The request-response message exchange pattern corresponds to a request-response operation
as defined in [WSDL 1.1]. This service interaction profile supports this pattern by requiring that
SERVICE CONSUMERS and SERVICE INTERFACES conform to [WS-I BP].

8. Message Definition Mechanisms

This section demonstrates how this profile supports the Message Definition Mechanisms
identified in the Integration Technical Reference Architecture.

This service interaction profile requires that each MESSAGE consist of one, but not both, of the
following:

e Asingle SOAP message (defined as the MESSAGE conformance target in [WS-I BP])
that meets all requirements of this profile

e A SOAP message package (as defined in [SwA] and as constrained by [WS-I AP])

Note that [WS-I BP] and [WS-I AP] require that the single SOAP message, in the first case
above, or the “root part” of the SOAP message package, in the second case, be well-formed
XML. This XML must be valid against an XML Schema (as defined in [XML Schema]) that
defines the message structure.

The names of all elements in this XML Schema must conform to the guidelines documented in
[SMG].
9. Execution Context Requirements

This section describes what this profile requires of EXECUTION CONTEXT. Consult [TRA] for a
complete definition of EXECUTION CONTEXT.

9.1. Security Requirements

Implementation of the Service Consumer Authentication, Message Integrity, and Message
Confidentiality service interaction requirements, as described by this profile, requires the following
of EXECUTION CONTEXT:

e Public Key Infrastructure (PKI) to manage digital certificates for hardware nodes that
need to create or process digital signatures and encrypted messages

o Digital certificates managed by the PKI must support the following attributes as defined in
[RFC 3280]: keyEncipherment, dataEncipherment, digitalSignature, and nonRepudiation

If practical, the interface to the PKI mentioned above should conform to the requirements of the
WS-Trust specification ([WS-Trust]).
9.2. Reliability Requirements

Implementation of the Reliability service interaction requirement, as described by this profile,
requires EXECUTION CONTEXT elements that implement the RM Source and RM Destination
components identified in [WS-RM]. Any EXECUTION CONTEXT that fully implements these
requirements conforms to this Service interaction profile.
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9.3. Transaction Support Requirements

Implementation of the Transaction Support service interaction requirement, as described by this
profile, requires EXECUTION CONTEXT elements that implement the Activation and Registration
services identified in [WS-Coordination]. The implementation of these services must conform to
the behavioral requirements identified in [WS-Atomic Transaction] and [WS-Business Activity].

9.4. General Interaction Requirements

The state’s choice of execution context must support the following:

e Transmission of messages, including messages up to 1 gigabyte in size, from service
consumer to service interface via HTTP, as required by the [WS-I BP]

e Satisfaction of minimum availability and responsiveness requirements, as identified
above and in the Conceptual Integration Technical Reference Architecture

10. Glossary

EXECUTION CONTEXT The set of technical and business elements that form a
path between those with needs and those with
capabilities and that permit service providers and
consumers to interact.

HTTP HyperText Transport Protocol is the protocol used to
transport requests and replies over the World Wide Web

MESSAGE The entire “package” of information sent between
service consumer and service (or vice versa), including
any logical partitioning of the message into segments or
sections.

MPLS MultiProtocol Label Switching is a technology for
speeding up network traffic flow and making it easier to
manage. It consists of a family of Internet Engineering
Task Force (IETF) standards in which Internet Protocol
networks can make packet forwarding decisions based
on a pre-allocated label between the layer 2 and layer 3
headers of a packet.

SERVICE The means by which the needs of a consumer are
brought together with the capabilities of a provider. A
service is the way in which one partner gains access to a
capability offered by another partner.

SERVICE CONSUMER An entity which seeks to satisfy a particular need
through the use capabilities offered by means of a
service

SERVICE INTERACTION PROFILE A family of standards or other technologies or
techniques that together demonstrate implementation or
satisfaction of all the requirements of interaction with a
service. See section 5.2.5.1 of [TRA] for details.

SERVICE INTERFACE The means by which the underlying capabilities of a
service are accessed. A service interface is the means
for interacting with a service. It includes the specific
protocols, commands, and information exchange by
which actions are initiated on the service. A service
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