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1.10.10

1.10
About the Manual

1.10.10 Policies in this manual are minimum standards
May 1, 1999

The purpose of this manual is: 1) to provide control and accountability over
financial and administrative affairs of Washington State Government, and
2) to assist agencies in gathering and maintaining information needed for
the preparation of financial statements.

The policies and procedures in this manual are the minimum requirements
that state agencies must meet. An agency may adopt additional policies and
procedures in greater detail, or use additional or alternative supporting
documentation, as long as the agency meets the required minimum
standards.

1.10.20 Authority for these policies

May 1, 1999

The Office of Financial Management is required by the Budget and
Accounting Act (RCW 43.88.160) to establish a Generally Accepted
Accounting Principles (GAAP)-based accounting system and procedures,
as necessary, to provide for accountability of the state's assets and
complianceto its laws and regulations.

1.10.30 Applicability

January 1, 2009

All agencies of the state of Washington must comply with this manual,
unless otherwise exempted by statute. RCW 43.88.020 defines the term
“Agency” to mean and include “ every state office, officer, each institution,
whether educational, correctional or other, and every department, division,
board and commission, except as otherwise provided.”

These policies shall comply with federal requirements. However, if any
part of these policies are in conflict with federal requirements, that part of
the policy will be inoperative to the extent of such conflict with respect to
the agencies directly affected, until such time the policies are updated.
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1.10.40

1
Introduction

Agencies may request awaiver from complying with specific requirements
of thismanual. For information on how to request awaiver, refer to
Subsection 1.10.40.

1.10.40

July 1, 2005

How do | request a waiver to a policy?

Pursuant to RCW 43.88.160(1), agencies may submit a written request for
awaiver from complying with specific requirements of apolicy. The
request must be approved in writing by the Office of Financia
Management before the waiver takes effect. Waivers automatically expire
at the end of the fiscal biennium for which they were granted and are to be
reapproved in writing to remain in force for the ensuing biennium. A copy
of the waiver granted is provided to the appropriate legidlative fiscal
committees.

It is recommended that agencies discuss any policy waiver requestsin
advance with their assigned agency accounting consultant.

Please submit written request to:

Office of Financial Management
Statewide Accounting

P.O. Box 43113

Olympia, WA 98504-3113
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1.10.50

June 1, 2002

How do | request OFM approval for an alternative
policy or procedure?

Some policies alow an agency, with approval by the Office of Financial
Management, to adopt an alternative policy or procedure. This processisa
one time approval process, as opposed to the biennial policy waiver
procedure.

It is recommended that agencies discuss any alternative policy or procedure
requests in advance with their assigned agency accounting consultant.

Please submit written request to:

Office of Financial Management
Statewide Accounting

P.O. Box 43113

Olympia, WA 98504-3113
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1 1.10.60
I ntroduction

1.10.60 How to contact us
June 1, 2002

Please contact usif you have questions about the policy manual.

Y ou can email us at; of m.accounti ng@of m.wa.gov

Or call: (360) 725-0198
Or write:

Office of Financial Management
Statewide Accounting

P.O. Box 43113

Olympia, WA 98504-3113
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Chapter 5 - Data and Systems Access

5.10 About Data and Systems Access Policies

5.10.10 Purpose of these policies Sept. 5, 2014

5.10.15 Authority for these policies July 1,2012

5.10.20 Related policies July 1,2012

5.10.25 Who must comply with these policies July 1,2012

5.10.30 Statewide systems, applications, and data covered under this Sept. 5, 2014
policy

5.10.35 Controls over systems, applications, and data covered under  Sept. 5, 2014
this policy

5.10.40 Specific requirements Sept. 5, 2014
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5.10.10

5.10
About Data and Systems Access
Policies

5.10.10 Purpose of these policies
September 5, 2014

The purpose of these policies is to define the conditions under which
access to specific statewide systems, applications, and data will be granted.

5.10.15 Authority for these policies

July 1, 2012

RCW 43.88.160 (4) requires the Office of Financial Management (OFM)
to develop and maintain a system of internal controls and internal audits
comprising methods and procedures to be adopted by each agency that will
safeguard its assets, check the accuracy and reliability of its accounting
data, promote operational efficiency, and encourage adherence to
prescribed managerial policies for accounting and financial controls.

The Public Records Act 42.56 RCW prohibits disclosure of certain
personal and other information.

5.10.20 Related policies
July 1, 2012

The Office of Chief Information Officer (OCIO) Policy No. 141, Securing
Information Technology Assets, sets requirements for maintaining system
and network security, data integrity and confidentiality.

5.10.25 Who must comply with these policies?
July 1, 2012

All executive, legislative, or judicial branch agencies connecting to
statewide systems must comply with the policies in this chapter.
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Data and Systems Access

5.10.30 Statewide systems, applications, and data covered
September 3, 2014 under this policy

This policy covers access to certain statewide systems, applications, and
data that the Department of Enterprise Services (DES) manages and
maintains on behalf of OFM to carry out OFM’s responsibilities described
in the section “Authority for this policy.” Systems, applications, and data
covered include:

e IRS Form 1099-MISC Reporting System

» Enterprise Reporting Standard Reports (ER)

= Enterprise Reporting Web Intelligence (Webi)

5.10.35 Controls over systems, applications, and data
September 5, 2014 covered under this policy

Agencies should have internal controls over granting and revoking access
to systems, applications, and data that:

e Limit access to employees to only that necessary to perform the
assigned duties.

e Consider how access will affect agency internal controls and apply
compensating controls where necessary. Refer to Chapter 20.

e Ensure proper employee training under OCIO policies.

« Employ a systematic employee exit process that revokes access within
a reasonably short amount of time after the employee’s access is no
longer required. This may happen when job duties change or when an
employee leaves the agency.

« Allow for periodic review of all employees’ statewide access.

5.10.40 Specific requirements
September 5, 2014

5.10.40.a IRS form 1099-MISC Reporting System

Agencies accessing the 1099 download maintained by the Department of
Enterprise Services (DES) are required to comply with Subsection
50.10.65.
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5.10.40

5.10.40.b Enterprise Reporting Standard Reports (ER) and Web Intelligence

(Webi)

Agencies accessing the Enterprise Reporting Standard Reports (ER) or
Web Intelligence (Webi) maintained by DES must establish an effective
system for management and control of sensitive information as
appropriate. In addition, access to vendor payment related data belonging
to other agencies is restricted to employees who need the data to perform
their assigned duties, and before access is granted:

1. An employee must sign a Non-Disclosure Agreement (NDA) that
includes the following statements:

I will not access or use vendor payment information for any
commercial or personal use or gain, but only to the extent
necessary and for the purpose of performing my assigned duties
as an employee.

I will not directly or indirectly disclose, divulge, transfer (such
as but not limited to, email, portable media, File Transfer
Protocol (FTP), file location services), release, communicate,
sell, or otherwise make known to unauthorized persons or any
third party outside the scope of my position any vendor
payment information during duty hours as well as non-duty
hours or when not in use unless authorized by my supervisor,
agency policy or applicable state law.

I will not duplicate or reproduce vendor payment information
except for the purpose of performing my duties as an employee.

I will protect vendor payment information from unauthorized
physical and electronic access in a manner which prevents
unauthorized persons from retrieving the information by means
of computer, remote terminal or other means.

I will dispose of vendor payment information, in electronic or
paper form, in an appropriate manner.

| agree to abide by all federal and state laws, regulations, and
policies regarding the safeguarding and disclosure of the
information.

2. Agencies may use an alternate in-house NDA form provided
written approval from OFM is obtained.
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05.10 05
Data and Systems Access

3. The agency security administrator must certify that that the
employee has signed the non-disclosure agreement and needs
access to other agency vendor payment related data to perform the
employee’s assigned job duties. In certain cases, OFM must
approve the request before access can be granted.

To get access to Enterprise Reporting vendor payment related data for
other agencies, follow the instructions and fill out the forms at:
http://www.ofm.wa.gov/resources/dataaccess.asp.

If an agency detects a breach in security related to vendor payment related
data, the agency is responsible to follow the steps for breach as described
in RCW 42.56.590 and notify the Consolidated Technology Services
(CTS) Chief Information Security Officer, CTS Security Operations Center
and the Washington State Patrol Computer Crimes unit. Additionally, the
agency is to notify DES within one business day of discovering the breach
and take corrective action as soon as practicable to eliminate the cause of
the breach. DES may request a full review of the agency’s data security
controls.
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Chapter 20 - Internal Control and Auditing

20.10 About Internal Control and Auditing Policies
20.10.10 The purpose of this chapter July 1,2008
20.10.20 Authority for these policies July 1, 2008
20.10.30 Applicability July 1, 2008
20.15 Internal Control Basics
20.15.10 Background July 1, 2008
20.15.20 Internal control definition July 1, 2008
20.15.30 Who is responsible for internal control? July 1, 2008
20.15.40 Internal control framework components July 1,2008
20.15.50 Annual requirements for agencies July 1,2008
20.20 Risk Assessment
20.20.10 What is risk assessment? July 1, 2008
20.20.20 How does an agency identify risk? July 1, 2008
20.20.30 How does an agency analyze and measure risk? July 1,2008
20.20.40 How does an agency respond to risk? July 1,2008
20.25 Control Activities
20.25.10 What are control activities? July 1,2008
20.25.20 How should control activities be incorporated into an July 1, 2008
agency'’s internal control plan?
20.25.30 Commonly used control activities July 1,2008
20.25.40 What are some limitations of control activities? July 1,2008
20.25.50 What internal control documentation is required? July 1, 2008
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20.10.10

20.10
About Internal Control and Auditing

Policies
20.10.10 The purpose of this chapter
July 1, 2008
This chapter provides agency heads, managers, internal control officers,
internal auditors, and other agency staff with a background in and approach
to establishing and maintaining an effective system of internal control and
internal audit so as to reasonably assure that they are meeting their
respective objectives.
20.10.20 Authority for these policies
July 1, 2008

The Budget and Accounting Act is found in Chapter 43.88 RCW. Section
43.88.160 (4) requires that the director of the Office of Financial
Management (OFM), as an agent of the governor:

"Develop and maintain a system of internal controls and internal audits
comprising methods and procedures to be adopted by each agency that will
safeguard its assets, check the accuracy and reliability of its accounting
data, promote operational efficiency, and encourage adherence to
prescribed managerial policies for accounting and financial controls. The
system developed by the director shall include criteria for determining the
scope and comprehensiveness of internal controls required by the classes
of agencies, depending on the level of resources at risk. Each agency head
or authorized designee shall be assigned the responsibility and authority
for establishing and maintaining internal audits following the standards of
internal auditing of the Institute of Internal Auditors..."

20.10.30 Applicability

July 1, 2008

This chapter is applicable to and binding on all agencies of the state of
Washington, unless otherwise exempted by statute or rule. The Budget and
Accounting Act (RCW 43.88.020) defines the term "Agency" to mean and
include "...every state office, officer, each institution, whether educational,
correctional, or other, and every department, division, board and
commission, except as otherwise provided....”
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20.15.10

20.15
Internal Control Basics

20.15.10 Background

July 1, 2008

In the United States there is common guidance on the structure of internal
control systems. This is due in part to guidance issued by the American
Institute of Certified Public Accountants (AICPA) and the federal Office of
Management and Budget (OMB). It is also due to a 1992 report on internal
control, Internal Control — Integrated Framework (Framework), issued by
the Committee of Sponsoring Organizations of the Treadway Commission
(COSO). An addendum was published in 1994, and the Framework has
remained unchanged since then.

The Framework is the national internal control standard, and Chapter 20
has been and continues to be based on Framework guidance. In 2006,
COSO published additional guidance on how to apply the Framework and
in 2007 and 2008, published Guidance on Monitoring. In addition to the
aforementioned COSO updates, new standards were recently adopted by
the AICPA and OMB that strengthen assessment and reporting
requirements for internal controls. Chapter 20 incorporates concepts from
the updated COSO guidance and the new AICPA and OMB standards.

20.15.20 Internal control definition
July 1, 2008

Internal control is a process — effected by those charged with governance,
management, and other personnel — designed to provide reasonable
assurance about the achievement of the entity’s objectives. For purposes of
Chapter 20, the state’s objectives per RCW 43.88.160 fall into separate but
related categories:

e Safeguard its assets.

e Check the accuracy and reliability of its accounting data.

e Promote operational efficiency.

* Encourage adherence to policies for accounting and financial

controls.
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20 20.15.30
Internal Control and Auditing

This definition of internal control reflects the following fundamental
concepts:

e Internal control is a process. It is not one event, but a series of
ongoing actions and activities that occur throughout each agency’s
operations and should be an integral part of each agency rather than
an add-on system within an agency.

e People are what make internal control work. While the
responsibility for good internal control ultimately rests with
management, all agency personnel play important roles.

e No matter how well designed and operated, internal control can
provide only reasonable (not absolute) assurance that all agency
objectives will be met.

20.15.30 Who is responsible for internal control?
July 1, 2008

Each agency, regardless of size, is required to adopt methods to
periodically assess risk and to develop, implement, and review its system
of internal controls. The methods should be tailored to the specific needs of
the agency.

20.15.30.a The agency head or authorized designee is ultimately responsible for
identifying risks and establishing, maintaining, and reviewing the agency’s
system of internal control. If the agency head delegates this responsibility,
the designated person should have sufficient authority to carry out these
responsibilities. Normally, this person is a senior agency manager who
does not serve in the internal audit function.

20.15.30.b The internal control officer (ICO) is responsible for coordinating the
agency-wide effort of evaluating internal controls, reporting on reviews,
and improving control activities, using the guidance in this chapter. This
person provides assurance to the agency head that the required risk
assessments and the necessary evaluative processes have been done. In
some agencies the ICO may perform these duties on a full-time basis. In
other agencies the ICO duties may be assigned to staff who also perform
other duties as long as the other duties are not incompatible with the ICO
duties. Refer to Subsections 20.15.40.b and 20.15.50.
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20.15.30 20
Internal Control and Auditing

20.15.30.c Agency management at all levels is responsible for internal control under
their span of control. Management should make it clear that agency staff
have explicit or implicit control activity duties including: delivery of
services to the public; producing information for the management control
system; maintaining financial information; and inspecting or maintaining
physical assets. In addition, agency management should provide channels
outside normal reporting lines so agency staff can report problems in
operations, noncompliance with codes of conduct, violations of policy, and
illegal acts.

Management is also responsible to convey the importance of internal
controls to all personnel both by what they say and what they do. If
management is willing to override controls, then the message that controls
are not important will be conveyed to employees.

20.15.30.d Each agency employee is responsible to be aware of and attentive to risk
management and internal control issues, to consider limitations and key
risk areas, to document decisions and to provide support information. To
be most effective, employees need to understand the agency’s mission,
objectives, responsibilities, and their own role in managing risk. Each
employee is also responsible to report to management noncompliance with
codes of conduct, violations of policies, and illegal acts.

20.15.30.e The internal auditor or other professionals (internal or external to the
agency) may provide technical assistance in developing appropriate
procedures to conduct risk assessments and internal reviews of control
activities.

20.15.30.f Depending on an agency’s governance structure, an audit committee
could help the agency review, monitor, and/or direct the agency’s activities
related to maintaining effective internal control. An agency audit
committee could also improve financial practices and reporting and
enhance both the internal and external audit functions.
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20 20.15.40
Internal Control and Auditing

20.15.40 Internal control framework components
July 1, 2008

There are five interrelated components of an internal control framework:
control environment, risk assessment, control activities, information and
communication, and monitoring. These components make up the minimum
level of internal control an agency needs to have in place and are the basis
against which internal control is evaluated.

To implement the framework, management develops the detailed policies,
procedures, and practices to fit their agency’s operations, and ensures that
they are built into and are an integral part of operations. If an agency
considers the framework components in its planning efforts and builds
them into its daily processes, the agency will be poised to achieve the
maximum benefit for the lowest cost.

20.15.40.a Control environment

The control environment of an agency sets the tone of the organization and
influences the effectiveness of internal controls within the agency. The
control environment is an intangible factor. Yet, it is the foundation for all
other components of internal control, providing discipline and structure
and encompassing both technical competence and ethical commitment.

Management is very influential in determining the control environment and
influencing the control consciousness of agency staff. Internal controls are
likely to function well if management believes that those controls are
important and communicates that view to employees at all levels.
Conversely, internal controls are likely to be ineffective if management
does not believe the controls are important or if management
communicates a negative view of controls to employees.

Management influences the control environment through their integrity
and ethical values, commitment to competence, philosophy and operating
style, design of the organizational structure, assignment of authority and
responsibilities, and human resource policies and practices.

Management also influences the control environment through
communication of the agency’s values and behavioral standards to
employees. This can be done by setting a good example, showing a
positive attitude toward accounting and internal control, displaying and
following a formal code of conduct, communicating other agency policies
and procedures, taking swift and appropriate disciplinary action in
response to policy departure, and maintaining clear and updated job
descriptions.
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20.15.40 20
Internal Control and Auditing

20.15.40.h Risk assessment

Within the context of the state’s operating environment, management sets
goals and objectives at the unit and agency level that align with the
agency’s mission and state law. Objectives must exist before management
can identify potential events affecting their achievement.

Risk assessment is the process of: identifying risks to achieving agency
objectives; analyzing potential events, considering their likelihood of
occurring and impact on achieving agency objectives; and deciding how to
respond to the risks.

The first step is risk identification, which is the ongoing process of
collecting, analyzing and adjusting information about what could happen
in agency operations that would adversely affect the ability to achieve
agency objectives.

To fully identify risks, both internal and external events that can affect the
achievement of an agency’s objectives need to be considered. Risk
identification methods may include qualitative and quantitative ranking
activities, forecasting, strategic planning, and consideration of findings
from audits and other assessments.

Management should be aware of potential high-risk areas and should look
for high risk where:

e There is a susceptibility to or history of waste, fraud, or errors.

e Changes have occurred in the organizational structure, systems, or
personnel.

e Controls have not been reviewed for a substantial period of time.

The second step is analyzing the key risks for their possible effect,
considering likelihood and impact. Likelihood is the possibility that a
specific event will occur. Impact is the result or effect of an event.

The third step is deciding how to respond to each risk. The most common
risk responses are avoiding, reducing, transferring (sharing), and accepting
risk. A complete risk response should consider what actions to take and
who is responsible. Refer to Section 20.20 for more information on risk
assessment.
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20 20.15.40
Internal Control and Auditing

20.15.40.c Control activities

Control activities help ensure risk responses are effectively carried out and
include policies and procedures, manual and automated tools, approvals,
authorizations, verifications, reconciliations, security over assets, and
segregation of duties. These activities occur across an agency, at all levels
and in all functions, and are designed to help prevent or reduce the risk that
agency objectives will not be achieved.

Managers set up control activities to provide reasonable assurance that the
agency and business unit objectives are met. An example of a control
activity is something as simple as listing tasks assigned to staff members
and then periodically checking the list to verify that assignments are
completed on time. Refer to Section 20.25 for further discussion of control
activities.

20.15.40.d Information and communication

An agency’s control structure must provide for the identification, capture
and exchange of information both within the agency and with external
parties. Information communicated should be timely and accurate.

Risk communication creates a dialog about the existence, nature, severity,
or acceptability of risks. The identification of new risks or changes in risk
is dependent on communication.

Communication can be formal through reports, training, written policy
manuals, accounting and financial reporting manuals, websites,

memoranda, etc. Information is also communicated informally through
email, speech, and actions of management and other agency personnel.

Effective internal communication happens when information can travel
in all directions within an agency — up, down, and across. Clear internal
communication conveys the agency’s code of ethics, internal control
philosophy and approach, and delegation of authority. Communication
effectively conveys the importance and relevance of internal control and
the roles each person plays to support it, including the means of reporting
exceptions to an appropriate higher level within the agency.
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20.15.40 20
Internal Control and Auditing

Open external communication channels allow stakeholders, including
citizens, clients, and suppliers, to understand the agency’s service standards
and provide valuable input on performance and service quality and
effectiveness. This exchange enables an agency to address evolving needs,
demands, and preferences. Management should appropriately convert such
input into continuous improvements in operations, reporting, and
compliance.

20.15.40.e Monitoring

Things change and, by monitoring the risks and the effectiveness of control
measures on a regular basis, an agency can react dynamically to changing
conditions.

Monitoring evaluates the effectiveness of an agency’s internal controls and
is designed to ensure that internal controls continue to operate effectively.
Monitoring is effective when it leads to the identification and correction of
control weaknesses before they materially affect the achievement of the
agency’s objectives.

An agency’s internal control is most effective when there is proper
monitoring, results are prioritized and communicated, and weaknesses are
corrected and followed up on as necessary.

There are two types of monitoring: ongoing and periodic. Ongoing
monitoring occurs in the course of operations. It includes tasks such as
supervisory reviews of reconciliations, reports, and processes. Periodic
monitoring includes tasks such as periodic internal audit sampling and
annual reviews of high-risk business processes. Internal control
deficiencies uncovered by monitoring should be reported to higher levels of
management.
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20 20.15.50
Internal Control and Auditing

20.15.50 Annual requirements for agencies
July 1, 2008
20.15.50.a Annual assurance

A risk assessment and internal control review process provides
management with reasonable assurance that controls are operating as
expected. In addition, the process should be used to determine if internal
control modifications are needed by considering events that have occurred,
processes or procedures that have changed, new projects or programs that
are being planned or implemented, and other changes within the agency
that may have additional risks. If the review uncovers internal control
weaknesses or if prior weaknesses still exist, they should be documented
and addressed.

Periodically, an agency should conduct a comprehensive review of the
internal control structure to determine if it is adequately addressing agency
risks. This can be done agency-wide at one time or by sections of the
agency over a period of time.

Agencies must maintain adequate written documentation of activities
conducted in connection with risk assessments, review of internal control
activities and follow-up actions. This documentation includes any
checklists and methods used to complete these activities. Refer to
Subsection 20.25.50 for required documentation. For sample checklists and
procedures, refer to the OFM Administrative and Accounting Resources
website at: http://www.ofm.wa.gov/resources/default.asp.

Agencies have the flexibility to assign appropriate staff to complete the
risk assessments and review of internal control activities required by this
policy. The internal control officer is the person appointed by the agency
head who is assigned responsibility for coordinating and scheduling the
agency-wide effort of evaluating and reporting on reviews and improving
control activities. The internal control officer also provides assurance to
the agency head that the agency has performed the required risk
assessments and the necessary evaluative processes. This communication
may be ongoing and informal, but at least once per year, this assurance
must be made in writing to the agency head.

The internal control officer is responsible for ensuring that the required
documentation is maintained and available for review by agency
management, the State Auditor's Office (SAO), and OFM.
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20.15.50.b Annual reporting

Annually, each agency head and chief financial officer is required to sign
and submit a Financial Disclosure Certification and, if applicable, a
Federal Assistance Certification, to OFM’s Accounting Division. By
signing the certification(s), they certify that:

e They are responsible for establishing and maintaining effective
internal controls over financial reporting.

e Their agency’s system of internal controls complies with the
requirements of Chapter 20.

e [Ifapplicable, they have established and maintained effective
internal control over compliance for federal programs.

A summary description of any material internal control weakness(es) and a
brief corrective action plan must be attached to the certification. Refer to
Subsections 90.40.95 and 95.20.90.
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20.20.10

20.20
Risk Assessment

20.20.10 What is risk assessment?
July 1, 2008

Risk assessment is an ongoing process that includes identifying risks to
achieving agency objectives, analyzing the risks, and deciding how to
respond to the risks.

In risk assessment, management considers the mix of potential events
relevant to the agency and its activities in the context of the agency’s
public visibility, size, operational complexity, regulatory restraints, and
other factors. Because of these variables, the same activity could have very
different levels of risk for two different agencies.

20.20.20 How does an agency identify risk?

July 1, 2008

Risk identification is the first step in risk assessment because risk cannot
be measured, prioritized, and managed until it has been identified. Every
agency faces a variety of risks, both expected and unexpected, from
external and internal sources that must be identified.

External risks arise from activities outside the agency. These external risks
may not be directly controllable by the agency or they may constrain the
way in which the agency is permitted to take or address risk. Technological
developments, changing public expectations, legislative directives, natural
catastrophes and economic changes all have the potential for creating
external risks in an agency.

Internal risks arise from activities inside the agency. Examples of internal
risks include disruption of the central computer system or telephone system
and turnover in a key managerial position.

The process of identifying risks should consider the following
characteristics and attributes: type of risk, source of risk, areas the risk
impacts, and level of ability to control the risk.
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Internal Control and Auditing

Risk identification can often be integrated into the planning activities that
occur at various levels within the agency. Some risks may be apparent at
the agency level, whereas others may be a factor only within a certain
function or process. Risks at all levels should be identified and aggregated
across the agency. The significant ones will become apparent during the
risk analysis process.

Risks can also be identified through ongoing activities. The budget
process, audits, and the strategic planning process provide opportunities for
managers to conduct quantitative and qualitative reviews and to identify
risks. More informal opportunities include senior management planning
meetings, meetings with auditors, and everyday interaction with staff.

More important than the specific method used to identify risks is
management’s careful consideration of factors unique to the agency,
including the following:

e An agency’s past experience

» Staffing levels and quality

e Statutory framework

e The significance and complexity of activities in relation to the
agency’s mission

Tools related to risk identification and assessment are available online at:
http://des.wa.qgov/services/Risk/AboutRM/Pages/default.aspx.

20.20.30 How does an agency analyze and measure risk?
July 1, 2008

Once risks have been identified, they need to be analyzed. This analysis
includes estimating the impact of a risk, measuring the likelihood it will
occur, and considering how to respond to the risk.

20.20.30.a Analysis of the control environment
Analyzing risk begins with analyzing the control environment. The control

environment is the foundation for all other components of internal control.
Refer to Section 20.15.40.a for a discussion of the control environment.
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20 20.20.30
Internal Control and Auditing

20.20.30.b Analysis of inherent risk

Analyzing risk also includes analyzing the inherent risk. High inherent risk
is not necessarily a reflection of management performance or lack of
control; rather, high inherent risk points to areas that, due to the nature of
their operations, require additional attention. For example, from a
safeguarding of assets perspective, activities involving the handling of cash
are inherently more risky than activities involving the handling of sand and
gravel. However, from a financial reporting perspective, the measuring of
cash is inherently less risky than measuring sand and gravel.

20.20.30.c Other factors that influence risk

Other factors may influence risk measurement. These factors can be
grouped into broad categories such as:

Financial
Operational
Human capital
Legal
Technology
Security
Political
Environmental
Ethics
Compliance.

The degree to which these factors influence a specific agency or function
will vary depending on the agency’s objectives, the nature of its operations
and its control environment.
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20.20.40 20
Internal Control and Auditing

20.20.30.d Measuring risk

A visual matrix can be useful in measuring risk. For each event, determine
the likelihood that it will occur and the impact on the agency if it does
occur.

Likelihood = the possibility that a given event will occur.
Impact = the result or effect of an event.

Low Medium High
Impact Impact Impact
High
Likelihood 2 3 3
Medium
Likelihood 1 2 3
Low
Likelihood 1 1 2

A general guideline for handling the different levels of risk is:

3 = High Risk — Mitigate or reduce the risks
2 = Medium Risk — Manage the risks
1 = Low Risk — Accept the risks

The specific method used to measure risk is not as important as ensuring
that management gives careful consideration to factors unique to their
agency and that the risk assessment process is well documented.

20.20.40 How does an agency respond to risk?
July 1, 2008

Risk response refers to the actions taken to deal with an identified risk.
Possible responses fall into four categories: avoidance, reduction,
transferring (sharing), and acceptance.

Avoidance: Risk avoidance involves eliminating the risk-producing
activity entirely (or never beginning it). Although avoidance is highly
effective, it is often impractical or undesirable, either because the agency is
legally required to engage in the activity or because the activity is so
beneficial to the public that it cannot be discontinued.
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Internal Control and Auditing

Reduction: Risk reduction strategies reduce the frequency or severity of
the losses resulting from a risk, usually by changing operations. For
example, routine mechanical maintenance could decrease the likelihood of
a major computer hardware failure, while routine backups could decrease
the impact of technology equipment failure on the agency’s ability to
provide services.

Transferring (sharing): Risk transfer strategies turn over or share the
responsibility of performing a risky activity to another party. Examples of
risk transfer are transferring the liability for losses to an insurance carrier,
or outsourcing an activity to a contractor with the stipulation that the
contractor assume the risk.

Acceptance: After all reasonable and cost-effective risk responses have
been taken, an agency is left with risk acceptance.

When deciding how to respond to each risk, management should consider
the following:

The availability and effectiveness of control activities on likelihood
and impact (significance).

The availability of resources to implement control activities.
The cost of the control activity in relation to its benefit.

Limitations on resources will define the way and level to which risks can
be managed. Therefore, risk responses must be prioritized based on level of
risk and the cost, availability, and effectiveness of control activities.

When considering the cost versus benefit and recognizing
interrelationships among risks, management may pool agency responses to
address similar risks across an agency’s units or programs. Examples
include mandating ethics training for all agency employees and centralizing
functions, such as contract management and receipting.
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20.25.10

20.25
Control Activities

20.25.10 What are control activities?
July 1, 2008

Control activities are the policies, procedures, techniques, and mechanisms
that help ensure that management’s response to reduce risks identified
during the risk assessment process is carried out. In other words, control
activities are actions taken to minimize risk. The need for a control
activity is established in the risk assessment process. When the assessment
identifies a significant risk to the achievement of an agency’s objective, a
corresponding control activity or activities is determined and implemented.

Control activities can be preventive or detective:

Preventive activities are designed to deter the occurrence of an
undesirable event. The development of these controls involves predicting
potential problems before they occur and implementing procedures to
avoid them.

Detective activities are designed to identify undesirable events that do
occur and alert management about what has happened. This enables
management to take corrective action promptly.

Internal control activities can be incorporated into the following:

e Policies

e Procedures

» Sequences or combinations of procedures

e Assignments of duties, responsibilities, and authorities
e Physical arrangements or processes

e Combinations of the above.
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20 20.25.20

Internal Control and Auditing

20.25.20 How should control activities be incorporated into an
July 1, 2008 agency’s internal control plan?

Control activities occur at all levels and functions of the agency.
Management should establish control activities that are effective and
efficient. When designing and implementing control activities,
management should aim to get the maximum benefit at the lowest possible
cost. Consideration should be given to the following:

e The cost of the control activity should not exceed the cost that
would be incurred by the agency if the undesirable event occurred.

e Management should build control activities into business processes
and systems as the processes and systems are being designed.

e Adding control activities after the development of a process or
system is generally more costly.

e The allocation of resources among control activities should be
based on the likelithood and impact of the risk. Refer to Subsection
20.15.40.D.

e For any given risk, there may be multiple appropriate control
activities that can be put into place, either individually or in

combination with other control activities.

* Excessive use of controls could impede productivity.

20.25.30 Commonly used control activities
July 1, 2008
20.25.30.a The following are descriptions of some commonly used control activities.
This is not an exhaustive listing of the alternatives available to
management.

Authorization — Control activities in this category are designed to provide
reasonable assurance that all transactions are within the limits set by policy
or that exceptions to policy have been granted by the appropriate officials.

Review and approval — Control activities in this category are designed to
provide reasonable assurance that transactions have been reviewed for
accuracy and completeness by appropriate personnel.
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Internal Control and Auditing

Verification — Control activities in this category include a variety of
computer and manual controls designed to provide reasonable assurance
that all accounting information has been correctly captured.

Reconciliation — Control activities in this category are designed to provide
reasonable assurance of the accuracy of financial records through the
periodic comparison of source documents to data recorded in accounting
information systems.

Physical security over assets — Control activities in this category are
designed to provide reasonable assurance that assets are safeguarded and
protected from loss or damage due to accident, natural disaster, negligence
or intentional acts of fraud, theft or abuse.

Segregation of duties — Control activities in this category reduce the risk
of error and fraud by requiring that more than one person is involved in
completing a particular fiscal process.

Education, training and coaching — Control activities in this category
reduce the risk of error and inefficiency in operations by ensuring that
personnel have the proper education and training to perform their duties
effectively. Education and training programs should be periodically
reviewed and updated to conform to any changes in the agency
environment or fiscal processing procedures.

Performance planning and evaluation — Control activities in this
category establish key performance indicators for the agency that may be
used to identify unexpected results or unusual trends in data which could
indicate situations that require further investigation and/or corrective
actions. Evaluations may be done at multiple levels within the agency, as
appropriate: the agency as a whole; major initiatives; specific functions; or
specific activities.

Performance reviews may focus on compliance, financial or operational
issues. For example, financial reviews should be made of actual
performance versus budgets, forecasts and performance in prior periods.

20.25.30.b Although control activity procedures are not intended to increase staffing
levels, acceptable procedures are to be established and followed which may
require changes in existing workloads and/or additional staff position(s).
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Internal Control and Auditing

However, a periodic thorough internal review of control activities may
identify policies and procedures that are no longer required. It is
recognized that some small to medium size operations may not be able to
institute internal control procedures on the same level as larger, more
complex agencies. In those cases where staffing may prohibit or restrict the
appropriate segregation of duties, management must either have more
active oversight of operations or utilize personnel from other units to the
extent possible as compensating controls.

20.25.40 What are some limitations of control activities?
July 1, 2008

Control activities, no matter how well designed and executed, can provide
only reasonable assurance regarding achievement of objectives. The
likelihood of achievement is affected by limitations inherent in all control
systems. These limitations include the following:

Judgment — The effectiveness of controls will be limited by the fact that
decisions must be made with human judgment in the time available, based
on information at hand and under the pressures to conduct business.

Breakdowns — Even if control activities are well designed, they can break
down. Personnel may misunderstand instructions or simply make mistakes.
Errors may also stem from new technology and the complexity of
computerized information systems.

Management override — Even in an effectively controlled agency, high-
level personnel may be able to override prescribed policies or procedures
for personal gain or advantage. This should not be confused with
management intervention, which represents management actions to depart
from prescribed policies or procedures for legitimate purposes.

Collusion — Collusion between two or more individuals can result in
control failures. Individuals acting collectively often can alter financial
data or other management information in a manner that cannot be
identified by the control system.

Costs versus benefit — In determining whether a particular control activity
should be established, the cost of establishing the control must be
considered along with the risk of failure and the potential impact.
Excessive control is costly and counterproductive. Too little control
presents undue risk. Agencies should make a conscious effort to strike an
appropriate balance.
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Internal Control and Auditing

Resource limitations — Every agency must prioritize control activities
because resources are not available to put every control activity into
practice.

20.25.50 What internal control documentation is required?
July 1, 2008

20.25.50.a Documentation involves preserving evidence that substantiates a decision,
event, transaction or system. Documentation should be complete, accurate
and clearly written. It should be recorded timely and in a format that can be
used efficiently.

At a minimum, documentation should be retained of the following:

* Key policies, procedures and processes.
e The annual assurance required in Subsection 20.15.50.a.

20.25.50.b Agencies should strive to develop documentation of its processes that
includes:

e The control objective as related to a desired goal or condition.

e The flow of information and documents through the process or
function.

e The control activities in place over the function.

20.25.50.c Documentation should be considered in making decisions about the
internal controls in place over a specific process. The documentation
should be sufficient to allow the agency to:

e Conclude as to the overall soundness of the internal controls.

* Be aware of the existence of internal control weaknesses, if any.

e Formulate the agency’s plan of action for addressing internal
control weaknesses and improving the internal controls where
necessary.
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Chapter 35 - Inventories

35.10 Inventories

35.10.10 Policies in this chapter are minimum standards May 1, 1999
35.10.15 Authority for these policies May 1, 1999
35.10.20 Applicability May 1, 1999
35.10.25 Agency responsibilities June 1, 2014
35.10.35 Agencies may select among inventory alternatives May 1, 1999
35.10.40 Reporting requirements for inventories June 1, 2014
35.10.45 Inventory valuation methods June 1, 2005
35.10.50 Inventory systems May 1, 1999
35.10.55 Who should conduct the physical inventory? May 1, 1999
35.10.60 Physical inventory instructions May 1, 1999
35.10.65 Physical inventory reconciliation and documentation May 1, 1999
35.10.70 Retaining inventory records May 1, 1999
35.10.75 Lost or stolen property May 1, 1999
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50.20.10

50.20
Cost Allocation and Indirect Cost
Recoveries

50.20.10

January 1, 2015

The purpose of these policies

This section addresses billed and allocated central service cost recoveries
related to federal assistance awards administered by state agencies. It also
establishes state accounting and reporting policies regarding indirect cost
recoveries in interagency situations.

50.20.20

January 1, 2015

Authority for these policies

This section is issued, as revised, pursuant to the authority granted to the
Director of Financial Management to “... adopt and periodically update an
accounting procedures manual” [RCW 43.88.160(1)].

State Administrative & Accounting Manual
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50.20.30

January 1, 2015

Applicability

This part is applicable and binding on all agencies of the state of
Washington administering or expending federal assistance, unless
otherwise exempted by federal law or appropriate federal authority, and on
all agencies involved in interagency situations. The Budget and
Accounting Act (RCW 43.88.020) defines the term “Agency” to mean
“Every state office, officer, each institution, whether educational,
correctional, or other, and every department, division, board, and
commission, except as otherwise provided...”

Agencies may request a waiver from complying with specific requirements
of this chapter. Refer to Subsection 1.10.40 for information on how to
request a waiver.
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50 50.20.50
Federal Compliance

50.20.50 About federal costs and cost allocation principles
January 1, 2015

50.20.50.a The United States Office of Management and Budget (OMB) has
established uniform principles for determining the allowability of costs
incurred by nonfederal entities expending federal awards. In addition,
these principles provide requirements for the development and submission
of cost allocation plans and indirect rate cost proposals. Many state
agencies perform functions and activities that are associated with federal
assistance programs or provide central service support to federal assistance
programs. As such, they are subject to provisions of the cost principles
applicable to their activities.

50.20.50.b Over the years, the federal OMB issued several circulars related to cost
allocation. These circulars are effective for awards issued before
December 26, 2014:

e A-21 Cost Principles for Educational Institutions
e A-87 Cost Principles for State, Local and Indian Tribal Governments
e A-122 Cost Principles for Non-Profit Organizations

Refer to the complete circulars listed above at:
http://www.whitehouse.gov/omb/Circulars_default.

In 2013, effective December 26, 2014, the OMB issued the Uniform
Administrative Requirements, Cost Principles and Audit Requirements for
Federal Awards (Uniform Guidance) to clarify and streamline the federal
guidance. The Uniform Guidance supersedes OMB Circulars: A-21, A-87,
and A-122.

The Uniform Guidance (effective December 26, 2014) establishes
principles and standards related to cost allocation and indirect costs:

1. Indirect (F&A) cost identification and assignment, and rate
determination for institutions of higher education;

2. Indirect (F&A) cost identification and assignment, and rate
determination for nonprofit organizations;

3. State/local government and Indian tribe-wide central service cost
allocation plans;

4. Public assistance cost allocation plans; and

5. State and local government and Indian tribe indirect cost proposals.
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50.20.60 50
Federal Compliance

50.20.60 Washington’s Statewide Central Services Cost
January 1, 2015 Allocation Plan (SWCAP) is used to identify and
assign central service costs

Most governmental units provide certain services such as legal services,
information technology services, and motor transportation to operating
agencies on a centralized basis. Since federally supported awards are
performed within the individual operating agencies, a process is necessary
to identify these central service costs and assign them to benefited activities
on a reasonable and consistent basis. The federally reviewed and approved,
statewide central service cost allocation plan provides that process.

Two basic methods are used in the plan to assign appropriate costs of
centralized services to operating agencies or their programs:

» Billed Central Services where allowable costs are billed to benefited
agencies and/or programs on an individual fee for service or similar
basis. Self-insurance and fringe benefit activities that bill customers
for services or benefits provided are also considered central service
activities.

« Allocated Central Services where services that benefit operating
agencies and/or programs are not billed on a fee for service or similar
basis but allowable costs are allocated to benefited agencies on some
reasonable basis.

50.20.62 Responsibilities of the Office of Financial
January 1, 2015 Man ag em ent

The Accounting Division of OFM is responsible to prepare, submit, and
negotiate the annual statewide central services cost allocation plan
(SWCAP). One part of the SWCAP justifies and reconciles the activities of
the billed state central services (internal service, self-insurance and fringe
benefit). A second part allocates the allowable costs of other state central
services benefiting agencies expending federal awards.
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50 50.20.65
Federal Compliance

50.20.65 Responsibilities of central, billed internal service
January 1, 2015 activities

State of Washington central, billed internal service activities have the
following responsibilities:

1. Understand and adhere to the requirements of the Uniform Guidance.

2. Ensure that the following information is made available for inclusion in
the state plan:

e A current narrative description of the service;
e A balance sheet;

e A statement of revenue and expense with revenues broken out by
source, e.g., regular billings, interest earned, etc.;

e Alisting of all non-operating transfers into and out of the account;

e A description of the procedures (methodology) used to charge
service costs to users including how billing rates are determined;

e A schedule of current rates; and

e A schedule comparing total revenues (including imputed revenues)
generated by the service to the allowable costs of the service with
an explanation of how variances will be handled. Revenues must
include all revenues generated. If some users were not billed or not
billed the full rate for the service, a schedule showing the full
imputed revenues associated with these users must be provided.
Expenses must be broken out by object categories.
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Federal Compliance

50.20.70 Responsibilities of central, self-insurance fund
January 1, 2015 activities

State of Washington central, self-insurance fund activities have the
following responsibilities:

1. Understand and adhere to the requirements of the Uniform Guidance.

2. Ensure that the following information is made available for inclusion in
the state central services plan:

* A bhalance sheet;

e A statement of revenue and expense including a summary of
summary of billings and claims paid by;

e Alisting of all non-operating transfers into and out of the account;

e A narrative description of the types of risks covered;

e An explanation of how the level of contributions are determined,
including a copy of the actuarial report (with the assumptions used)

if the contributions are determined on an actuarial basis;

e A description of the procedures used to charge or allocate
contributions to benefited activities; and

e Anidentification and explanation of reserve levels maintained in
excess of claims [1] submitted and adjudicated but not paid, [2]
submitted but not adjudicated, and [3] incurred but not submitted.
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Federal Compliance

50.20.75 Responsibilities of central, fringe benefits activities

January 1, 2015

State of Washington central, fringe benefits activities, including pension
and post-retirement health insurance plans, have the following
responsibilities:

1. Understand and adhere to the requirements of the Uniform Guidance.

2. Ensure that the following information is made available for inclusion in
the state central services plan:

Description of fringe benefits provided to covered employees and
the overall annual cost of each type of benefit;

Current fringe benefit policies;

Procedures used to charge or allocate the costs of benefits to
benefited activities; and

For pension or post-retirement health insurance plans [1] the
government’s unit funding policies, e.g., legislative bills, trust
agreements, or state-mandated contribution rules, if different from
actuarially determined rates; [2] the pension plan’s costs accrued
for the year; [3] the amount funded and dates of funding; [4] a copy
of the current actuarial report (including the actuarial assumptions);
[5] the plan trustee’s report; and [6] a schedule showing the value
of interest costs associated with late funding.

50.20.80 Responsibilities of agencies administering or
January 1, 2015 expending federal awards

State of Washington agencies that administer or expend federal awards ae
responsible to:

1. Comply with the applicable Uniform Guidance related to charging or
allocating agency indirect costs.

2. Unless prohibited by federal or state laws or regulations or formal
funding limitations, include the fixed cost allocation from the approved
SWCAP in their agency indirect cost/cost allocation pool.

Any indirect costs or cost allocation amounts recovered, as a result of a
SWCAP cost allocation amount being included in an agency’s indirect
rate or cost allocation plan, are to be deposited as a recovery in the state
General Fund (Account 001) utilizing Revenue Source code 0448.
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Federal Compliance

50.20.85 Indirect costs in interagency situations
January 1, 2015

50.20.85.a RCW 39.34.130 states that: “...the full costs of a state agency incurred in
providing services or furnishing materials to or for another agency under
Chapter 39.34 RCW or any other statute shall be charged to the agency
contracting for such services or materials and shall be repaid and credited
to the fund or appropriation against which the expenditure originally was
charged.” For these purposes, full costs generally include direct and
indirect costs.

50.20.85.b The nature of interagency activity varies greatly ranging from providing a
service or product with established indirect costs components to the simple
sharing of usage, and/or rental, costs for a common piece of equipment.
As such, parties to interagency agreements should include specific
language in the text of their agreements to determine and define allowable
indirect costs.
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50.30.10

50.30
Compliance with Federal Single Audit Act

50.30.10

January 1, 2015

The purpose of these policies

This section addresses the administrative requirements, cost principles and
audit requirements related to federal assistance awards administered or
expended by state agencies. It also contains state accounting and reporting
policies related to administration and expenditure of federal assistance
awards.

50.30.15

January 1, 2015

Authority for these policies

This section is issued pursuant to the authority granted to the Director of
Financial Management to “...adopt and periodically update an accounting
procedures manual” [RCW 43.88.160(1)].

50.30.20

January 1, 2015

Applicability

This part is applicable and binding on all agencies of the state of
Washington administering or expending federal assistance, unless
otherwise exempted by federal law or appropriate federal authority. The
Budget and Accounting Act (RCW 43.88.020) defines the term “Agency”
to mean “Every state office, officer, each institution, whether educational,
correctional, or other, and every department, division, board, and
commission, except as otherwise provided...”

Agencies may request a waiver from complying with the state accounting
or reporting requirements of this chapter. Refer to Subsection 1.10.40 for
information on how to request a waiver.
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Federal Compliance

50.30.25 About the revised Single Audit Act requirements
January 1, 2015

In 1984, Congress passed the Single Audit Act, which required most
governmental recipients of federal assistance (e.g., state and local
governments) to have organization-wide financial and compliance audits
on an annual basis.

Under provisions of the Single Audit Act, as amended, the state of
Washington has opted to obtain a statewide Single Audit to meet the basic
federal audit requirements for all federal assistance awards administered or
expended by agencies of the State.

Over the years, the federal Office of Management and Budget (OMB)
issued several circulars to clarify administrative and audit requirements on
various types of federal assistance recipients. These circulars are effective
for awards issued before December 26, 2014:

e A-21 Cost Principles for Educational Institutions
e A-87 Cost Principles for State, Local and Indian Tribal Governments

e A-110 Uniform Administrative Requirements for Grants and Other
Agreements with Institutions of Higher Education, Hospitals and
Other Non-Profit Organizations

e A-122 Cost Principles for Non-Profit Organizations
e A-89 Catalog of Federal Domestic Assistance

e A-102 Grants and Cooperative Agreements With State and Local
Governments

* A-133 Audits of States, Local Governments and Non-Profit
Organizations

e A-50 Audit Follow-up

Refer to the complete circulars listed above at:
http://www.whitehouse.gov/omb/circulars_default/
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50 50.30.25
Federal Compliance

In 2013, effective December 26, 2014, the OMB issued the Uniform
Administrative Requirements, Cost Principles and Audit Requirements for
Federal Awards (Uniform Guidance) to clarify and streamline the federal
guidance. The Uniform Guidance supersedes the following OMB
Circulars: A-21, A-87, A-110, A-122, A-89, and A-102. The major policy
changes include:

» eliminating duplicative and conflicting guidance,

» focusing on performance over compliance for accountability,

» encouraging efficient use of information technology and shared
services,

« providing for consistent and transparent treatment of costs,

« limiting allowable costs to make best use of federal resources,

= setting standard business processes using data definitions,

e encouraging non-federal entities to have family friendly policies, and
« strengthening oversight.

The Uniform Guidance also addresses audit requirements superseding the
OMB circulars A-133 and A-50. The new audit requirements are effective
for fiscal years beginning on or after December 26, 2014.

The major audit policy changes target audit requirements on the risk of
waste, fraud and abuse and raise the dollar threshold for requirement of a
Single Audit to $750,000 or more in expenditures in an entity’s fiscal year.

For the complete Uniform Guidance refer to:

http://www.whitehouse.gov/omb/grants docs#final
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50.30.35 50
Federal Compliance

50.30.35 Responsibilities of the Office of Financial
January 1, 2015 Man ag em ent

1. Prescribe statewide policies and procedures for accounting for and
reporting federal assistance that meet the federal requirements.

2. Act as the auditee for the statewide Single Audit of Washington.

3. Collect the necessary information and prepare the annual Schedule of
Expenditures of Federal Awards.

4. Work with the Office of the State Auditor to prepare the statewide Data
Collection Form and submit it and the statewide reporting package to
the federal audit clearinghouse.

5. Work with the Office of State Auditor to ensure that Single Audit
requirements are met, particularly the inclusion of the Auditor’s reports
in the Reporting Package.

6. Prepare and publish the annual State of Washington Single Audit
Report.

7. Maintain a system for tracking findings to provide information on the
resolution of all findings contained in audits of state agencies and
institutions.

8. Follow-up on audit findings, including compiling the Corrective Action
Plan and Summary Schedule of Prior Audit Findings sections.

50.30.40 Responsibilities of the Office of the State Auditor
January 1, 2015

1. Conduct an annual statewide Single Audit in accordance with
Generally Accepted Governmental Auditing Standards.

2. Ensure that audit satisfies Single Audit Act, as amended, and OMB
Circular A-133 (through fiscal year 2015) and the Uniform Guidance
(effective beginning fiscal year 2016) requirements regarding:
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Federal Compliance

Financial statements;

Internal control,

Compliance with laws, regulations and provisions of contract and
grant agreements; and

Audit follow-up on prior audit findings.

3. Identify major federal programs by establishing dollar thresholds to
distinguish between Type A and Type B federal programs per Circular
A-133 (through fiscal year 2015) and section 200.518 of the Uniform
Guidance (beginning in fiscal year 2016) and performing risk
assessment of federal programs as required.

4. Complete and sign applicable sections of Data Collection Form.

5. Prepare and submit the auditor’s reports.

50.30.45 Responsibilities of state agencies administering or
January 1, 2015 expending federal awards
1. Develop internal policies in accordance with federal requirements.

2.

Establish and maintain effective internal controls over federal
awards in accordance with guidance in “Standards for Internal
Controls in the Federal Government” issued by the Comptroller
General of the United States and the “internal control integrated
framework” issued by Committee of Sponsoring Organizations of
the Treadway Commission (COSO). Refer to Chapter 20 for
additional information on internal controls.

Evaluate and monitor compliance with federal statutes, regulations,
and the terms and conditions of the federal awards.

Take prompt action when instances of noncompliance are identified
including noncompliance identified in audit findings.

Take reasonable measures to safeguard protected personally
identifiable information and other sensitive information consistent
with applicable federal and state laws regarding privacy and
obligations of confidentiality.

Identify, account for, and report all expenditures of federal awards
in accordance with laws, regulations, contract and grant
agreements, and requirements included in this and other sections of
the State Administrative and Accounting Manual.
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7. Provide year-end, certified, federal financial data per requirements
included in Chapter 95.

8. Prepare a corrective plan, in the format specified in Subsection
55.10.35, to address each agency audit finding and forward such
plan(s) to OFM within 30 days following the issue date of the
agency audit. Further, upon request, provide information on the
current status of audit resolution in accordance with Subsection
55.10.20 (b).

9. Take corrective action on audit findings.

10. If acting as a pass-through entity, maintain a system of internal
controls to monitor subrecipients.

11. Develop and submit cost allocation plans and indirect rate cost
proposals in accordance with Section 50.20.

50.30.50 Basis of accounting to use with federal assistance
January 1, 2015 transactions

The fund type of the account in which the federal assistance transactions
are recorded determines the basis of accounting. Transactions for
governmental fund type accounts are recorded using the modified accrual
basis. Proprietary and trust fund type accounts use the accrual basis. Refer

to Subsection 80.30.20.
50.30.60 When to recognize federal assistance revenue
January 1, 2015
50.30.60.a Federal financial assistance revenue should be recorded using appropriate

revenue source codes. Refer to Subsection 95.10.30.

Governmental Fund Type Accounts. Federal financial assistance is
recognized as revenue in governmental fund type accounts in the
accounting period when all eligibility requirements are met and it becomes
susceptible to accrual, that is, both measurable and available (modified
accrual basis). In applying this definition, carefully review legal,
contractual, and accounting policy requirements for guidance.
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e Entitlements are recorded as revenue at the time of receipt or earlier
if the accrual criteria are met. Entitlements are restricted more in
form than in substance. Generally, only a failure on the part of the
recipient to comply with prescribed regulations will cause a
forfeiture of the resources.

e Generally, revenue associated with expenditure driven assistance
programs is recognized when the related expenditure is made. If cost
sharing or matching requirements exist, revenue recognition depends
upon compliance with these requirements.

Revenue associated with federal assistance awards for which the eligibility
requirements are met but which is not available, should be recorded as
Unavailable Revenue, GL codes 5192 or 5292, and, subsequently, recorded
as revenue when the availability criteria is met.

50.30.60.b Proprietary and Trust Fund Type Accounts. Federal assistance revenue
received in proprietary and trust fund type accounts is recognized as
revenue in the accounting period in which it is earned and becomes
measurable (accrual basis).

50.30.60.c Unearned Revenue. Receipts from federal assistance awards received
before the applicable revenue recognition criteria is met are to be recorded
as Unearned Revenue, GL codes 5190 or 5290, and, subsequently,
recorded as revenue when the revenue recognition criteria is met.

50.30.70 Use the CFDA number to record federal revenue
January 1, 2015 activity
50.30.70.a Record federal assistance program revenues by the unique code assigned

each federal financial assistance program in the Federal Catalog of
Domestic Assistance (CFDA) or, in the absence of a catalog defined
number, the number defined by instructions from the federal audit
clearinghouse. Refer to Subsection 95.20.20. Preferably, this is to be done
as an integral part of the agency’s accounting system to enable the system
to produce reports by catalog number. However, this may be
accomplished by maintaining a crosswalk of federal programs to catalog
numbers.

50.30.70.b When catalog numbers have not been provided in the federal grant
contract and cannot reasonably be determined by other means, agencies
should first contact the federal agency or pass-through entity to obtain the
appropriate catalog number. In the event a number cannot be obtained,
identify federal programs with a number consisting of the two-digit
federal agency number and a three-digit federal program of 999 “Other
Federal Assistance.” Refer to example in Section 95.20.
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50.30.80 Accounting for federal expenditures
July 1, 2015
50.30.80.a Federal Expenditure. In appropriated accounts, federal expenditures

should be recorded using federal expenditure authority codes. Each agency
is responsible for maintaining a system for tracking federal expenditures by
the unique code assigned each federal financial assistance program in the
Federal Catalog of Domestic Assistance (CFDA).

50.30.80.b Cost of Administering Nonfinancial Programs. When allowable by the
federal assistance program, administration costs for nonfinancial federal
programs are recorded as federal revenues and expenditures under the
applicable CFDA program number and reported at year-end on the Federal
Financial Assistance - Direct screen of the electronic reporting module.

50.30.80.c Donated Inventory Programs. Agencies of the state of Washington
receive federal nonfinancial assistance in the form of donated inventories
(primarily food commaodities and immunization supplies). Such assistance
may be received directly from a federal agency or indirectly from another
state agency.

Donated inventories are recorded as consumable inventories offset by
unearned revenue in accordance with Subsection 85.56.40. Except as
noted below, as donated inventories are consumed/distributed, revenues
and expenditures should be recognized using GL Codes 3225 “Revenue
Adjustment/Elimination (GAAP)” and 6525 “Expenditure/Expense
Adjustment/Elimination (GAAP).” State agencies must report the fair
value of inventory consumed/distributed during the year on the
Nonfinancial Assistance screen of the electronic reporting module.

Agencies distributing donated inventories to other governments, such as
school districts, local health districts, and food banks, are to report the
amount distributed in the pass through column on the Nonfinancial
Assistance screen of the electronic reporting module.

Consistent with 50.30.85, state agencies transferring federally provided
inventories to other agencies are to report the revenue and expenditure. The
agency actually using/distributing the commaodities is to report the receipt
of nonfinancial assistance as an expenditure recovery offsetting the
associated nonfinancial expenditure/expense in its accounting records.

For food commodities, use the commodity list prepared by the Food and
Nutrition Service of the U.S. Department of Agriculture to determine the
fair value of the nonfinancial assistance.
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50.30.80.d Federal Surplus Property. Do not record the value of federal surplus
property received by a state agency or institution as revenue in the official
state financial accounting records. Maintain the property in appropriate
subsidiary ledgers for proper control of the assets. Report federal surplus
property on the Nonfinancial Assistance screen of the electronic reporting
module under the applicable CFDA program number. It is to be valued at
acquisition value if it is capitalized. If it is not capitalized, it is to be
valued at its fair value at the time of receipt or the assessed value provided
by the federal agency donating the property. As part of the year-end
reporting process, the Surplus Property Program within the Department of
Enterprise Services will provide each agency with a summary report of the
value of federal surplus property received by that agency during the
reporting year.

50.30.85 Accounting for federal assistance activity between
January 1, 2015 state agencies

Unless directed otherwise by federal law, regulation or federal awarding
agency directive, record federal revenue and expenditure/expense activity
between state agencies or institutions such that the activity is not
duplicated either for accounting or reporting purposes.

State agencies involved in inter-agency federal assistance activity should
use the following accounting procedures:

1. The originating state agency records and reports the federal revenue
and a corresponding expenditure/expense using Object N “Grants,
Benefits, and Client Services” for the amount paid to the subrecipient
agency.

2. The subrecipient state agency records program expenditures offset by
an interagency reimbursement (Object S) for the moneys received from
the original agency. This results in no net revenue or
expenditure/expense to the subrecipient agency.

50.30.90 Accounting for federal assistance received from
January 1, 2015 another nonfederal entity, other than another
Washington State agency (pass-through)

Record federal assistance received indirectly from another state (e.qg.
Oregon), local government, or private entity as federal pass-through
revenue (Revenue Source Code 0546). There are additional year-end
financial reporting requirements specific to federal pass-through revenue
and expenditures found in Subsection 95.20.70.
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50.50
Americans with Disabilities Act

50.50.10 Background

October 1, 2005

Title 1l of the Americans with Disabilities Act of 1990 generally became
effective for public entities such as the state of Washington on January 26,
1992. On February 24, 1993, the Governor signed Executive Order 96-04,
specifically implementing the Americans with Disabilities Act for the state
of Washington.

The Act (Public Law 101-336), commonly referred to as the “ADA”,
makes it unlawful to discriminate against individuals on the basis of
disability in the employment, services, programs, or activities of the state.
The ADA extends the prohibition of discrimination on the basis of
disability, established by Section 504 of the Federal Rehabilitation Act of
1973, as amended, to all state and local governments and all places of
public accommodation, regardless of receipt of federal financial assistance.
By law, the U.S. Department of Justice's Title Il regulations adopt the
general prohibitions of discrimination established under Section 504 and
incorporate specific prohibitions of discrimination from the ADA.

50.50.20 Purpose

July 1, 2005

The purpose of this section is to ensure that state agencies, including public
institutions of higher education, conduct hearings, conventions,
conferences, meetings, and formal training sessions in barrier-free facilities
so that individuals with disabilities are not excluded from participation or
hindered in performing their jobs.

50.50.30 Applicability

July 1, 2005

These regulations apply to all hearings, conventions, conferences,
meetings, and formal training sessions held or sponsored by state agencies,
and are to be followed except when the specific audience is known and the
attendees do not require barrier-free facilities. Normally, this exception
would only apply to closed meetings and not public events.
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50.50.35

October 1, 2005

Special definitions

State Facility — Any facility owned, leased or occupied by the state.

Non-State Facility — A facility that is not owned, leased or occupied by
the state.

50.50.40

August 1, 2013

Choose barrier-free facilities for hearings,
conventions, conferences, meetings and formal
training sessions

State agencies are required to give first priority to state-owned or state-
leased barrier-free facilities in place of renting or leasing other facilities.
When a hearing, convention, conference, meeting, or formal training
session is held or sponsored by a state agency(ies) at a non-state facility,
whether free or at a cost to the state:

1. The employee responsible for choosing the facility is to submit a
written request in advance of the event to the state agency head or
authorized designee.

2. The request is to contain written justification for selecting a non-state
facility.

3. Approval of the site by the state agency head or authorized designee is
to be in writing.

50.50.50

October 1, 2005

Use the Accessible Meeting Facility Checklist to help
evaluate non-state sites for ADA compliance

50.50.50.a An Accessible Meeting Facility Checklist developed by the Governor’s
Committee on Disability Issues and Employment (GCDE) is to be used to
help evaluate a non-state facility for ADA compliance prior to executing a
contract with a facility vendor.
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50.50.50.b Use of the checklist will provide reasonable, although not absolute,
assurance that the facility will meet ADA accessibility standards.
Additional accommodations not included in the checklist may be needed
in some instances to ensure barrier-free access to the services, programs, or
activities being provided.

50.50.60 Criteria to meet the minimum access requirements
October 1, 2005

The following criteria from the Accessible Meeting Facility Checklist are
the minimum access requirements for conducting hearings, conventions,
conferences, meetings, or formal training sessions:

50.50.60.a Site and Building Exterior

e |If off-street parking is provided, the parking and passenger loading
zone is to be on a level, stable, firm, slip resistant surface.

e Aramp, curb-cut, or level walkway leads from the parking area to a
primary entrance to the building.

e Exterior walkways are free of vertical obstructions up to 80" in height.
e All exterior ramps have a firm, non-slip surface.
e Primary entrances to the building have a clear opening of at least 32

inches and either an automatic door or a door with opening pressure
less than 8.5 Ibs.

50.50.60.b Building Interiors

e Interior corridors from the primary entrances to the meeting room and
restrooms have a clear width of 36" minimum.

e All interior doors including elevator doors, restroom doors, and
accessible toilet stalls between the primary entrance and meeting room
have a minimum clear opening of 32".

50.50.60.c Meeting Rooms

» If the facility has fixed seating, provide a minimum of 36" clear aisles
throughout the meeting room area.
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50.50.60.d Restrooms

e Accessible toilet stalls with a minimum dimension of 60" wide x 58"
deep are to be provided.

e Grab bars installed 33" to 36" above and parallel to the floor on the
back or to the side of the toilet are to be provided.

50.50.70 Agency responsibilities in contracting for a barrier-
October 1, 2005 free, non-state facility

The representative of a state agency must comply with the following
procedures when contracting for a barrier-free, non-state facility for
hearings, conventions, conferences, meetings, or formal training sessions:

1. Use the GCDE Accessible Meeting Facility Checklist to help evaluate
a non-state facility for ADA compliance prior to executing a contract
with a facility vendor. (Refer to Subsection 50.50.50.) or

Provide the vendor a copy of the Accessible Meeting Facility Checklist
with the procurement document (field order, contract, etc.) and ensure
the vendor completes the checklist, unless a current completed
checkilist for the facility is already on file with the state agency.

2. Provide a list of the minimum accessibility requirements (Subsection
50.50.60) to the vendor. The facility selected for the hearing,
convention, conference, meeting, or training session must, at a
minimum, meet all of these requirements.

3. Ensure the procurement documents contain an acknowledgment from
the vendor certifying the following:

e The barrier-free non-state facility will meet the minimum
accessibility requirements contained in Subsection 50.50.60 on
the scheduled date(s) of the event.

e When requested by the agency, the vendor will make special
modifications to the non-state facility to meet ADA accessibility
requirements for a particular event. Any agreement to provide
special modifications may entail negotiation of additional costs
payable by the contracting agency. Agreements for special
modifications are to be written and signed by a state agency
representative and the non-state facility vendor prior to the event
being held.
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e The vendor is solely responsible to ensure that the non-state facility
meets the minimum accessibility requirements contained in these
regulations, and that any special modifications to the non-state
facility are completed for the event. The vendor shall indemnify
and hold harmless the contracting state agency from any claims
resulting from the vendor’s failure to meet the minimum
accessibility requirements.

4. Ensure the non-state facility vendor attaches a signed ADA
certification statement and a completed Accessible Meeting Facility
Checkilist to the invoice being submitted to the state agency for
payment. The ADA certification statement is to read: “To the best of
(vendor's name) knowledge, the facilities provided to the (state
agency's name) on (date or dates) met all of the minimum accessibility
requirements (and any special modifications to the facilities included in
the contract).” It is not necessary for the vendor to attach a completed
copy of the Accessible Meeting Facility Checklist to the invoice, if the
agency has a current copy of it on file and references the checklist and
the date of completion on the face of the invoice.

5. The representative of a state agency who signs the receiving report is to
prepare and attach a statement indicating that to the best of the
representative's knowledge the non-state facility met, or did not meet,
all of the minimum accessibility requirements (and any special
modifications to the facilities included in the contract) on the date(s) of
the hearing, convention, conference, meeting, or training session. If the
facility did not meet the minimum accessibility requirements, a
complete explanation of the failure(s) is to be included in the statement.

50.50.80 When a non-state facility turns out not to meet ADA
October 1, 2005 access criteria
50.50.80.a Should a state agency obtain a receiving report with a statement by its

representative indicating that the non-state facility did not meet ADA
access criteria, the agency is authorized to deny payment to the vendor due
to breach of contract.

50.50.80.b The state agency should not contract for further use of the non-state facility
until it assures itself that the non-state facility meets the minimum
accessibility requirements contained in Subsection 50.50.60. Failure by
a state agency(ies) to obtain such assurance could result in judicial
action and the imposition of significant financial penalties.

State Administrative & Accounting Manual Issued by: Office of Financial Management
35



50.50.90 50
Federal Compliance

50.50.90 How to get more information on ADA compliance
August 1, 2013

Any individual or organization wanting information, regarding how to
bring individual situations, issues, etc. into compliance with Title 11 of
ADA and/or Executive Order 93-03, is encouraged to contact the
Governor's Committee on Disability Issues and Employment at:

Governor's Committee on Disability Issues and Employment
PO Box 9046, MS: 6000
Olympia, WA 98507-9046

Phones:
Olympia: (360) 725-5909 (voice)
Spokane: (509) 482-3854 (voice)

50.50.95 How to file an ADA related complaint

August 1, 2013

Any individual believing to be a victim of discrimination prohibited by
Title 1l ADA regulations may file a complaint. Complaints filed on behalf
of classes of individuals are also permitted. Complaints should be in
writing, signed by the complainant or an authorized representative, contain
the complainant's name and address, and describe the public entity's
alleged discriminatory action. Complaints may be made to:

Law Against Discrimination (RCW 49.60)

Washington State Human Rights Commission
711 S Capitol Way, Suite 402

PO Box 42490, MS: 42490

Olympia, WA 98504-2490

http://hum.wa.gov/

Phones:

Olympia: (360) 753-6770 (voice) or (800) 300-7525 (TTY)
Seattle: (360) 753-6770 (voice) or (800) 300-7525 (TTY)
Spokane: (509) 568-3196 (voice)

Yakima: (509) 494-0347 (voice)

Statewide: (800) 233-3247 (voice)
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Complaints about State Programs & Services

US Department of Justice

Civil Rights Division

950 Pennsylvania Ave. NW
Disability Rights Section — NYAV
Washington, DC 20530

http://www.usdoj.gov/

Phones:
(202) 514-4609 (voice), or (202) 514-0716 (TTY)

Title 1, Employment Related Complaints - State Government

U.S. Equal Employment Opportunity Commission
Field Management Programs

1801 L Street, N.W., Room 8023

Washington, D.C. 20507

http://www.eeoc.qov/facts/howtofil.html

Phones:
(800) 669-4000 (voice), or (800) 669-6820 (TTY)
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55.10
Audit Tracking

55.10.10 OFM responsibilities for audit resolution tracking
July 1, 2008

The Office of Financial Management (OFM) has the following
responsibilities related to the state auditor’s exception to specific
expenditures incurred by an agency or other practices related in any way to
the agency’s financial transactions. For purposes of this section, auditor
exceptions include questioned costs and audit findings reported in
accountability audit, statewide single audit, and special (i.e. fraud) audit
reports.

1. The director has a duty to cause corrective action to be taken within six
months, such action to include, as appropriate, the withholding of funds
as provided in RCW 43.88.110. Also refer to RCW 43.88.160 (6)(d).

2. Report annually by December 31% the status of audit resolution to the
appropriate committees of the legislature, the state auditor, and the
attorney general. The audit resolution report shall include actions taken
as a result of an audit finding including, but not limited to, types of
personnel actions, costs and types of litigation, and value of recouped
goods or services. Refer to RCW 43.88.160 (6)(d).

3. Acting as the auditee for the statewide single audit, OFM is responsible
for assembling the consolidated corrective action plan. Refer to

Subsection 50.30.35.
55.10.20 Agency responsibilities for audit resolution tracking
July 1, 2008
55.10.20.a To provide OFM with the necessary information to fulfill its responsibilities,

and to cause corrective action to be taken in a timely manner, all state
agencies and institutions are required to submit, to the OFM Accounting
Division within 30 days of the issue date of a state audit, corrective action
plan information for each finding or questioned cost contained in state audit
reports. Refer to Subsection 55.10.10 for the types of state audit reports to
which this requirement applies. Refer to Subsections 55.10.30 and 55.10.35
for the format of the information to be provided.
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For findings reporting occurrence of fraud, in addition to the corrective
action plan information, the information submitted is to include fraud
amount; costs and type of litigation; recovery to date; and personnel actions
taken.

55.10.20.b Furt